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Abstract. The energy sector is currently undergoing a process of rapid digitalization, which leads to a
significant increase in risks and vulnerabilities to cyberattacks in this area. Video sequences are desir-
able objects of falsification for intruders pursuing illegal goals, making the task of timely detection of
their unauthorized changes critically important. However, methods for analyzing/processing digital
video, as a rule, have significant computational complexity, which does not allow using them for in-
tegrity examination in real time, or require the use of additional technical means. The purpose of this
work is to provide the ability to effectively examine the integrity of a video sequence received by
CCTV cameras in real time under conditions of minimal technical complexity by developing a method
for detecting the result of a frame substitution attack. The goal was achieved by addressing the follow-
ing tasks: the justified selection of a small video frame sub-region (a key block); determining the inte-
gral characteristic of the relative contribution of the block's frequency components—the normalized
separation of its maximum singular value. The most important result of the work is the substantiation
of the possibility of using the properties of singular values of a single (key) small-sized block of each
video frame to obtain information about the presence/absence of frame substitution attack results. The
significance of the obtained result consists in the fact that the proposed method enables effective
digital video integrity examination in real-time without the need for additional technical means,
thereby increasing the reliability and speed of decision-making during video stream monitoring.
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Rezumat. Sectorul energetic trece in prezent printr-un proces de digitalizare rapida, ceea ce duce la o crestere
semnificativa a riscurilor si vulnerabilitatilor la atacurile cibernetice in acest domeniu. Secventele video sunt
obiecte de falsificare dorite de intrusii care urméresc scopuri ilegale, ceea ce face ca sarcina detectarii la timp a
modificarilor neautorizate ale acestora sa fie de o importantd criticd. Cu toate acestea, metodele de
analizd/procesare a videoclipurilor digitale, de regula, au o complexitate computationald semnificativa, ceea ce
nu permite utilizarea lor pentru examinarea integritatii in timp real sau necesita utilizarea unor mijloace tehnice
suplimentare. Scopul lucrari este de a oferi capacitatea de a examina eficient integritatea unei secvente video
receptionate de camerele CCTV 1in timp real, in conditii de complexitate tehnica minima, prin dezvoltarea unei
metode de detectare a rezultatului unui atac de substitutie a cadrelor. Scopul a fost atins prin abordarea
urmatoarelor sarcini: selectarea justificata a unei subregiuni de cadre video mici (un bloc cheie); determinarea
caracteristicii integrale a contributiei relative a componentelor de frecventa ale blocului - separarea normalizaté a
proprietatile valorilor singulare ale unui singur bloc (cheie) de dimensiuni mici din fiecare cadru video pentru a
obtine informatii despre prezenta/absenta rezultatelor atacurilor de substitutie a cadrelor. Semnificatia
rezultatului obtinut constd in faptul cd metoda propusi permite examinarea eficienta a integritatii video digitale
in timp real, fara a fi nevoie de mijloace tehnice suplimentare, crescand astfel fiabilitatea si viteza de luare a
deciziilor in timpul monitorizarii fluxului video.

Cuvinte-cheie: video digital, examinarea integritatii video, camera CCTV, timp real, valoare singulara.
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MeTon anau3a 11eJ10CTHOCTH MU (POBOro BUEO € JINHEHHO BHIYUCINTEIBHON 1 HU3KOH TeXHUYECKOMH
CJI0KHOCTBIO
KoGo3eBa A.A.L, Jledenesa E.JO.!, Capuenko B.A.?
!Onecckuii HaMOHANBHBIM MOPCKOH yHUBEpcHTeT, Oflecca, YKpanHa
'ocynapcTBEHHBIH yHHBEPCHTET HH(OPMALMOHHO-KOMMYHUKAIIMOHHBIX TexHonoruil, Kues, Ykpanna

AHnHOmayusn. DHEPTETHUUCCKUI CEKTOP MEPEKUBACT CErONHS Mpolecc OypHOH U(pPOBU3AIMU, KOTOPHII
MPUBOJIUT K 3HAYUTCIILHOMY MOBBHIIICHUIO PUCKOB, YSI3BUMOCTEH K kKubOepatakam B aaHHOU chepe. C yueToM
TOTO, 9YTO OOJBIIAs YacTh WHPOPMALIUH, B TOM YHUCIIE, YIIPABIIIOMIEH, IPEACTABISIETCS] U UCHOIB3YeTCs 31eCh B
BUAE€ LU(POBBIX BHIEO, a BHUACOHAONIOJCHHWE NPEACTABIIET COCTAaBHYI0 YacTh KOMIDICKCHOH CHCTEMBI
0e30macHOCTH ~ OOBEKTOB  HHEPreTHUECKOW  HMH(PPACTPYKTYpPHI,  BHAEOIMOCICAOBATEIHHOCTH  SIBISTIOTCS
JKENMAaTeNFHBIMI TIpeAMeTaMH  (aIbCUPUKANNN U HapyIIUTENeH, MpecieyIouX MPOTHBOIPABHBIC MIEIH,
Jienasi KPUTHIECKH aKTyallbHOW 3a7ady CBOCBPEMEHHOTO BBISBICHHS WX HECAHKIIMOHMPOBAHHBIX H3MCHEHUI.
OpmHako MeTONBl aHaNM3a/00paboTKM mH(POBOTO BHACO O0NAHAIOT, KaK MPaBWIO, 3HAYATEIHFHOU
BBIYHUCITUTENBHON CIIOKHOCTBIO, YTO HE MO3BOJIIET MCIOIB30BATh MX JJISI AKCHEPTU3bI LEIOCTHOCTU B PEKHUME
peabHOTO BPEMCHH, WM TPEOYIOT IPUBJICYCHHUS JOMOJHUTEIBHBIX TEXHUUCCKUX cpecTB. Lleabro HacTosmiei
padoThI SIBJIIIETCS obecrnieueHue BO3MOXKHOCTH 3¢ G eKTHBHO SKCIIEPTHU3BI LIEJIOCTHOCTH
BUJICOTIOCIICZIOBATCILHOCTH, TOJIy4YaeMOi KamMepaMH BHICOHAONIONCHHS, B PEKUME PEaTbHOIO BPEMCHU B
YCIIOBUAX MMHUMAJIbHONH TEXHMYECKOW CIIOKHOCTH IyTeM pa3pabOTKH METOJa BBISBICHHUS pe3yJibTaTa aTaku
3amenieHus kaapos Ilesb OblIa JOCTHTHYTA MMyTEM PEIICHUS CICIYIONUX 3a71a4: 00O0CHOBAHHOTO BBIICICHUS
MoJ00JIACTH KaJpa BHACO MajJoro pasMepa — KIIFOYeBOTO OJOKa; ONpeesieHIs HHTETPATbHON XapaKTePHUCTHKI
OTHOCHUTEIIFHOTO BKJIaJ]a YACTOTHBIX COCTABILIIONIMX OJIOKA - HOPMHPOBAHHOW OTHEIEHHOCTH €ro
MaKCHUMaJIbHOTO CHHTYJsSIpHOTO dumcia. HauboJsiee BasKHBIM Ppe3yJbTaTOM pPaOOTHI sBIACTCS OOOCHOBAaHWE
BO3MOXKHOCTH HCHOJB30BaHUS CBOWCTB CHHTYJSIPHBIX YHCET CIUHCTBEHHOTO (KIIOYEBOrO) OJOKa MAaioro
pa3Mepa KaxIoro Kajapa BHACO M TNOITYYeHHS HWHPOPMALWUU O HAJHMYNHI/OTCYTCTBHH PE3yJIbTATOB aTaKd
3aMelleHus] KaapoB. 3HAYUMOCTb MOJYYeHHOr0 pe3yjbTaTa 3aKI04aeTcs B TOM, YTO MPEAJOKEHHBIH METOT
00ecreyrBaeT BO3MOXKHOCTD 3((EKTHBHON IKCIIEPTU3bI LIEJIOCTHOCTH IIM(YPOBOTO BHICO B PEIKUME PEAbHOTO
BpCMeHI/I 663 HpI/IBJ'IeLIeHI/ISI JOIIOJTHUTCIIBHBIX TCXHUYCCKHUX CpeL[CTB, YTO IIO3BOJIACT IMOBBICUTH HAACKHOCTH U
CKOpOCTL l'[pI/IHHTI/IH pemeHHﬁ HpI/I MOHI/ITOPI/IHFG BUICOIIOTOKOB.

Knrouesvie cnoea. mudpoBoe BUACO, SKCIEPTH3a IEIOCTHOCTH BHJCO, KamMepa BUICOHAONIONCHHUS, PEKUM
pearbHOTO BpEMEHH, CHHTYIISIPHOE YHCIIO.

INTRODUCTION data they use, although certain efforts are being
made here and some proposed solutions, in
particular, based on the use of blockchain
technologies, make it possible to reduce the
criticality of the problem [4], but not to solve it
completely.

In recent years, video surveillance [5,6] has
become an integral part of the integrated security
system for critical infrastructure facilities, in
particular energy infrastructure. It is a powerful
mean of monitoring the situation in real time,
which is an important component in making
management decisions, and therefore often
becomes the subject of falsifications, which
today, given the level of development of network
and digital technologies, the availability of
powerful  software environments (Adobe
Photoshop, Lightworks, GIMP, etc.), can be
carried out efficiently and quickly even without
special training of the intruder.

The complexity of the task of protecting the
video sequence received by the video
surveillance system from unauthorized access,
among other reasons, is also due to the fact that
such access can be carried out by the intruder

The energy sector, which is an integral part of
the critical infrastructure, is currently undergoing
a process of rapid digitalization, which, together
with the expansion of opportunities for
automation and management in this area, leads to
a significant increase in risks and vulnerabilities
to cyberattacks [1-3]. One of the main goals of
attacks on digital information is to change it — to
violate its integrity, which, if not detected in a
timely manner in the energy infrastructure, can
lead to catastrophic consequences, especially if
the information is of a management nature.

The result of the modern development of
energy systems is an urgent need for innovative
methodologies to optimize their management [4].
The widely used decentralization strategy
facilitates the interaction of physical systems in
real time, integrates data to enable advanced
analytical analysis, including forecasting. Smart
grids have become an effective solution for
increasing the productivity of energy systems
and reducing their operating costs. However,
they have not allowed us to avoid one of the
main problems of information security — the
problem of possible unauthorized changes to the
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remotely [7], which allows avoiding additional
attention and suspicion.

All of this highlights the critical importance
of ensuring the effective (and rapid) detection of
video sequence tampering [7,8], particularly
when the footage is obtained from surveillance
cameras. This necessity, in turn, requires that the
corresponding forensic methods have low
computational complexity to enable their
operation in real-time. Although these issues
have been addressed in the global scientific
literature [9-11], especially in relation to nuclear
power facilities, where untimely or incorrect
management decisions can lead to catastrophic
consequences [12-14], there is still no
satisfactory solution to the problem of detecting
violations of video integrity. In particular, most
existing methods for the analysis and processing
of digital video (DV) are computationally
intensive and therefore unsuitable for real-time
applications.

All unauthorized changes to digital video can
be divided into three main classes [7,15]: spatial
(intra-frame) [16-18], temporal (inter-frame) [19]
and spatio-temporal, which change the content of
the video and the temporal relationship between
frames. The most common for digital video
generated by surveillance cameras are temporal
falsifications that change the sequence of video
frames [15,20], which, in turn, are divided into:
insertion, deletion of frames, reordering,
duplication, substitution.

In practice, among the attacks aimed at the
digital video received from video surveillance
cameras, one of the main ones is the frame
substitution attack, which is often identified with
duplication in scientific sources [21,22]
(although this is not always correct, as will be
clarified below), since the first three of the
above-listed interframe attacks cannot be carried
out in real time. This attack is the subject of
further research in this article.

The substitution attack is as follows. Let's
assume that there is some video sequence V;,
which we will call the original, and also,
possibly, there is a DV V,. A substitution attack
involves copying a certain group of
(consecutive) frames of DV V.i/V; (this group is
further called the replacement region), and
replacing in V; its original n (sequential) frames,
forming a replaced region, while the total
number of frames remains unchanged, compared
to the original video, which generally
distinguishes replacement from duplication. The
first frame of the replaced region will be called
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the entry point. It should be noted that in
practice, the replacement region is usually
selected from the original digital video V1, since
in this case it has characteristics in common with
the video being processed: compression ratio,
acquisition conditions (video camera, weather
conditions, illumination), etc., and therefore is
more difficult to identify during examination.

An effective approach to detecting the result
of a substitution attack on a digital image, based
on spatial and temporal analysis, is presented in
[19]. The integrity examination is implemented
here in four stages: 1) selecting a digital image
segment that is a “candidate” for being the result
of substitution; 2) evaluating spatial similarity;
3) classifying duplicate frames; and 4) post-
processing the results. To organize the first stage
in the time domain, the difference in the
histograms of two adjacent frames is considered
as a key feature, which leads to significant
computational complexity for the proposed
method. The classifier for detecting duplicate
parts of the digital image is built on the basis of
the results of spatial and temporal analysis,
which is its significant advantage, since this
approach covers all dimensions of the analyzed
object, the digital image. In [19], an attempt is
made to reduce the size of the
analyzed/processed part in order to reduce the
overall computational complexity of the
examination process by using the “from rough to
fine” principle when searching for the replaced
region. However, the reduction of computational
costs here depends crucially on the direct
selection of features used in the search for
“candidates” and in practice does not allow the
use of the proposed method in conditions close
to real time.

The process of duplicating (replacing) frames
within the boundaries of one digital video frame
can occur multiple times. This fact is often not
taken into account by the authors-developers of
methods for detecting video forgeries. In [23], an
expert method effective for multiple duplications
is proposed. Here, the structural similarity index
measure (SSIM) is used to assess the similarity
between successive frames. The SSIM values are
calculated for each successive pair of frames in
the input video, forming a sequence of indices.
The key point of the method is the direct
definition of SSIM. This index assesses the
similarity of two frames R and T in grayscale by
integrally comparing their brightness, contrast,
and structure:
SSIM(R,T)=I(R,T)-c(R,T)-s(R,T), where
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I(R,T) corresponds to the comparison of

brightness by calculating the proximity of the
average brightness values of two frames,
¢(R,T) is a function for comparing the contrast

of two frames, s(R,T) is a structural comparison

function, measures the correlation coefficient R
and T. Meaning SSIM(R,T)e[-1,1]. The closer

the value SSIM(R,T) to one, the greater the

degree of similarity of frames. In the course of
the method, the principle scheme "from rough to
more precise" is also used. The method proposed
in [23], due to the possibility of integral
comparison of frame similarity, is one of the
most effective modern expert methods, achieving
the accuracy of frame duplication detection of
98.90%, however, it cannot be used for work in
real time, since it is designed to work with a
finally formed digital image, like most existing
analogues.

In [24], an approach to detecting interframe
video forgery is presented based on the use of
convolutional neural networks CNN, consisting
of four stages. In the first stage, the digital video
is transformed into a sequence of matrices
corresponding to its frames. The second stage is
devoted to extracting frame features using two
CNNs, followed by calculating the correlation
between these features and the difference in
correlation to find a connection between the
frames. The values of the upper and lower
boundaries of the parameters under consideration
for identifying duplicate frames are determined
in the third stage. The last stage, using the
obtained threshold values, allows making a final
conclusion about the originality/non-originality
of the digital video and localizing the non-
original area. Obviously, for efficient operation,
this method must have a fully formed video,
which excludes the possibility of its operation in
real time.

In [25], a method for detecting duplication
(substitution) of frames in digital video is
proposed, based on the analysis of their texture
features. The use of these features makes it
possible to effectively detect without isolating
small-sized frame subsequences, as, for example,
in the method discussed above. For duplicated
frames of digital waveforms, these features,
which the authors consider to be contrast,
correlation, energy, and homogeneity, are also
duplicated. To obtain a quantitative characteristic
of the frame texture, its discrete wavelet
transform is used. The authors provide an overall
high estimate of the proposed method's
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efficiency, which is 99.8%. However, this expert
method requires a digital waveform formed in its
final form to operate, which fundamentally
excludes the possibility of its use in real time,

leaving the problem under consideration
relevant.
In [26], an approach to detecting and

localizing frame duplication regions in digital
waveforms is presented, based on the use of the
"improved” Levenshtein distance to determine
the degree of similarity of frame subsequences
into which the digital waveform is divided. The
degree of similarity is calculated for each
obtained pair of frame subsequences. The
authors claim high, but non-systematic efficiency
of the proposed method, which can reach 99.5%,
but it is obvious that this method is not suitable
for working in real time, since it works with a
fully formed video sequence, while sequentially
sorting through pairs of subsequences of the
original digital video, which additionally
indicates the high computational complexity of
the examination process.

In [27], an algorithm based on the QR
decomposition of the frame matrix is proposed
for detecting frame duplication. The QR
decomposition allows extracting the necessary
characteristics, which are compared with the
characteristics of the reference frame using the
Minkowski distance during the examination.
Duplicate candidates are identified by randomly
comparing blocks. The authors announce the
high efficiency of the proposed method, in
particular in conditions of multiple duplication,
as well as in conditions of digital image post-
processing.  However, given that the
computational  complexity of the QR

decomposition 7 xn-matrix is defined as Q(ns),

the use of such a method is impossible in real
time.

In [13], an effective method is proposed for
the real-time integrity analysis of digital video
(DV) captured by a surveillance camera. The
specific type of attack on the video sequence
considered here is a 'screen overlay' — where a
portion of the generated DV is replaced by a
single frame that remains constant for a certain
period of time. The indicator of unauthorized
video modification here is the fact that the
frame's matrix remains unchanged over time. To
reduce computational complexity, a small sub-
region of insignificant size is extracted from the
current DV frame and subjected to analysis. The
accuracy of the method here is highly dependent
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on the size of the frame region, ranging from 76
to 100%.

An effective method for real-time DV
integrity analysis is proposed in [28], where the
classic frame substitution attack is considered.
This work proposes the technology Secure-Pose,
which exploits the pervasive coexistence of
surveillance and Wi-Fi infrastructures to defend
against video forgery attacks in a real-time.
Although Secure-Pose achieves a high detection
accuracy of 98.7%, this does not provide a
definitive solution to the problem of detecting
unauthorized DV modification, as it requires the
presence and utilization of additional technical
means.

Thus, the purpose of this work is to provide
the ability to effective examine the integrity of
the digital video obtained by video surveillance
cameras in real time under conditions of minimal
technical complexity by developing a method for
identifying the result of a frame substitution
attack of low computational complexity.

Minimal technical complexity is defined as
the complete absence of additional technical
equipment required for the digital video
examination.

To achieve the goal, the following tasks are
solved in the work:

1. Justification of the method for reducing the
analyzed region of the digital video frame to
ensure low computational complexity of the
developed expert method.

2. Determination of the integral parameter of
the frame subregion, informative for its
selection.

3. Development of a method for selecting a
frame subregion for further examination of the
integrity of the digital video.

4. Justification of the choice of the
parameter/parameters of the frame subregion
determined as a result of solving the previous
problems to identify the replacing and replaced
regions of the video sequence.

5. Development of an expert method for
identifying the results of a frame substitution
attack, assessment of its computational
complexity.

METHOD FOR IDENTIFYING KEY
BLOCKS OF DIGITAL VIDEO
Recently, the General Approach to the
Analysis of the State of Information Systems
(General ~ Approach) [18,29], based on
perturbation theory and matrix analysis, to which
the authors paid much attention on the pages of
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this journal in 2024, 2025, has proven itself well
for solving the problems of digital content
integrity examination. In this regard, General
Approach is further used as a theoretical basis
for the developed expert method.

The fundamental approaches in the proposed
expert method aimed at identifying frame
substitution attacks are: organizing the search for
the falsification region, organized according to
the principle of "from rough to more precise", as
well as the idea of the spatial and temporal
analysis approach proposed in [19]. The frame
substitution attack, the purpose of which is most
often in practice to remove objects / events
unwanted by the intruder from the observed
scene, is considered in real time. It is further
assumed that the video surveillance camera
generating the digital signal being examined is
located outside the premises and is stationary,
which corresponds to the nature of the use of the
overwhelming majority of cameras.

The specifics of the problem under
consideration will obviously force the intruder to
use frames of the currently generated digital
video sequence for the substitution attack, since
otherwise the probability of detecting the result
of the substitution will increase (including
visually). But even if the substitution region
belongs to the generated video sequence, then
given that the camera is outside the room,
weather conditions, illumination, etc. can change
significantly over a short period of time, and to
reduce the probability of detecting the
falsification, the replacement region will
obviously include successive frames (from the
already generated part of the video), taken from
the immediate vicinity of the entry point. Let us
call this condition (A), the fulfillment of which is
assumed everywhere below.

Taking into account that the digital video
integrity examination should be performed in
real time, in order to reduce the computational
complexity of the corresponding method, it is
necessary, if possible, to reduce the analyzed
frame region, i.e. to select from the frame some
informative subregion for the considered task.
For this purpose, it is proposed to select a small-
sized block in the frame, which remains
relatively unchanged over the entire period of
time of formation of the original digital video
when moving from frame to frame: not
containing (moving) objects — a block with small
differences in pixel brightness values, which will
be further called the background, or
homogeneous, block. Changes in the formal
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quantitative indicators of such region, the
localization of which remains constant from
frame to frame, although they will take place in
the original video sequence, but they will not be
associated with changes occurring in the frame
scene, will be insignificant, compared to areas
containing moving objects. It is obvious that the
frame replacement process must lead to greater
deviations in the parameters of such a block
between two adjacent frames, one of which is the
original and the other corresponds to the entry
point, compared to two consecutive original
frames. In practice, it has been established that
for the information content of the analysis
carried out below, it is sufficient to consider one
IxI-frame block where | € {1632}, which is then

used in the development of an algorithmic
implementation of the method for determining
the key block of the digital signature.

In order to be able to isolate the desired
block, it is necessary to determine such a
guantitative parameter (parameters) that would
characterize the degree of its homogeneity. It is
known that blocks with minor differences in
brightness values have an insignificant high-
frequency (and  possibly  mid-frequency)
component. However, even for a block of minor
dimensions /x/, its high-frequency component is
determined by several frequency coefficients
[30]. Taking into account the values of such
parameters to determine the desired block will
obviously be difficult, since they and their
number are not fixed even for a fixed I, while the
values of these frequency coefficients, and, as a
consequence, their total contribution can differ
significantly within the blocks of one digital
video frame even in the case when these blocks
have minor differences in brightness values. It is
desirable here to determine one integral
guantitative parameter of the block that would
characterize the total relative contribution of its
frequency components.

Let B be the /x/ block of the frame matrix of

the DV, and
B=U3V' (1)

is its normal singular value decomposition [31],
where U,V is an orthogonal [/x/-matrices, the
columns of which u;,v,,i =1_,I are left and right
singular vectors of B, respectively, and
> =diag(o,,...,0,)is a diagonal matrix of
singular values, where:c; >...26,>0. The
singular value decomposition can be written in
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|
the form of outer products [32]: B :chiuiviT :

i=1
According to General Approach, there is a
correspondence  between  singular  triples
(o,,u;,v; )i =11, of block B of the frame of the
DV and its frequency components: singular
triplets containing maximum/minimum/average
values of the singular value carry, mainly,
information about the low-frequency/high-
frequency/mid-frequency components of B. As
shown by the authors earlier, it is the singular

values that are responsible in the matrix o,u;v;

for a specific main particular component of the
block. Thus, I scalar parameters — singular values

provide information about 1?  frequency

coefficients of the block, which obviously
allows, when using the first set, to reduce by an
order of magnitude the total number of
interesting block parameters in the process of
selecting the desired one, compared to the
second. The expected result of such a reduction
will be no increase in the computational
complexity of the developed method for
selecting a frame subregion for further
examination of the integrity of the digital image
(task 3) when replacing the analysis of frequency
coefficients with the analysis of the singular
values to determine the degree of homogeneity
of the block.

Let us establish the differences in the
relationships between the singular values of
homogeneous/non-homogeneous blocks. For /x/

blocks of original digital video frames,
regardless of the storage format (with
losses/lossless), the following holds:

G, >>0,>..20, (2

in this case, the more significant the superiority
o, over the rest of the singular values block, the
higher the relative contribution of the low-
frequency component to such a block, the closer
such a block is to a homogeneous one. The
degree of difference o, from other singular
values can differ significantly for blocks of even
one frame of the digital video. To reduce the
effect of the dependence of the mentioned
property on a specific block, it is proposed to
normalize the singular values. Let the wvector

Gz(csl,cz,...,csl )T and let us designate G

normalized vector of the singular values,
determined in accordance with the formula:
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s=o/lo] =lcrormc ). @
where ||c5|| is a vector norm o. It follows from

(2) that: 1>oc1>>02>...>01 =0. The closer

o1 to one, the closer all other elements are ¢ to
0, the smaller the contribution of the high-
frequency component to the block, the smaller
the difference in pixel brightness values within
this block. Finding such (homogeneous) blocks,
as noted above, is an intermediate goal in finding
the informative part of the frame.

The authors previously introduced the
concept of normalized separation svdgap, (i)

singular value o;, which is determined in
accordance with the formula;

svdgap, (i) = min‘c_sj- - C_Fi‘ : (4)
i#]
From (4) it follows that:
svdgap,(1)= o1 —o2. (5)

The normalized separation of the maximum
singular values block (5) determines the relative
superiority o,over all other elements of its

singular spectrum without taking into account
their immediate values. From (4) it follows:
0 < svdgap,(1)<1.

From the above it follows that homogeneous
blocks of the digital frame will be characterized
by the ratio:

svdgap, (1) ~1. (6)

Thus, as an integral parameter, which is an
indicator of the homogeneity of the frame block
of the digital video signal, it is proposed
svdgap, (1).

Example of use svdgap,(1)for the selection
of homogeneous 16x16 blocks is shown in
Fig.1(a,b) (here the proximity indicator
svdgap, (1) to the unit in (6): svdgap, (1)>0.99)
for the first frame of the digital video, which is
considered below to demonstrate the operation of
the proposed expert method. The search for
homogeneous blocks was carried out among all
possible /x/-blocks of the frame, the receipt of
which can be formally represented by successive
shifts relative to some (randomly selected) block
to the left, right, down, up by 1 pixel until
reaching the frame boundaries, as well as among
non-intersecting blocks obtained as a result of
the standard partitioning of the frame matrix
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[33]. In the first case, the provided set of
homogeneous blocks will be significantly larger
(Fig. 1(a)) than in the second (Fig. 1(b)), while
providing more opportunities to select one of
them that will remain background for the entire
video sequence, but the computational costs here

will be in [?times more than in the second case.
Indeed, for the first case, it can be assumed that
each element of the frame matrix will have its
own block (exceptions are the matrix elements
lying on its border and close (at a distance less
than 1) to it), i.e., the number of blocks for nxn-

frame matrix will be ~n?. With standard frame
splitting, the number of /x/-blocks will be

defined as [n/I*, where []is the integer part of

the argument, i.e., it will be approximately |2
times less. The choice of one or another option
here will depend on the specific conditions and
requirements for solving the problem under
consideration.

In this work, a “neutral” object is used
instead of an object from energy sector to
demonstrate the results.

After receiving a set of homogeneous blocks
of the digital video frame, it is necessary to
select from them those that will remain
homogeneous throughout the video, the changes
of which from frame to frame will be
insignificant — the key blocks of the video
sequence. For a quantitative assessment of these
changes, the correlation coefficient for the pixel
brightness values was initially used as a natural
indicator of the "similarity" of the blocks.
However, under the conditions of the problem
under consideration, such an indicator did not
justify itself. Due to the fact that the video
camera is supposed to be installed outdoors,
changes in natural illumination, which can occur
almost instantly, and other natural phenomena
lead to the fact that even when the block remains
homogeneous throughout the digital video, the
change in the brightness of its pixels from frame
to frame can be significant. This can result in a
significant decrease in the correlation coefficient
between the blocks of adjacent frames, falsely
signaling an increase in the high-frequency
component (the appearance of contours) in the
block. An example is shown in Fig. 2 for one of
the blocks defined in Fig. 1(b) (marked with a
red arrow). This block remains uniform
throughout the DV, giving "gaps" in the
correlation values. It should be noted that for
other of the defined uniform blocks viewed
during the experiment, the correlation coefficient
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could decrease as low as 0.69. Thus, using the
correlation coefficient of the pixel brightness
values of the blocks as a quantitative indicator of
block "similarity" for determining the key blocks
of the DV is inappropriate.

Unlike the correlation coefficient, the
value  svdgap,(l) block due to its

"normalization”, determining the relative
correspondence between the components of the
singular spectrum, is practically independent of
the increase/decrease in the pixel brightness
value if the block remains homogeneous. Due to
this, the normalized separation of the maximum
singular values block is further used as a
determining parameter for identifying key blocks
of the video sequence.

The search for the location of key blocks of
the digital video is performed in advance for
each video surveillance camera, taking into
account its stationarity, before the process of
direct examination of the integrity of the video

sequence generated by this camera. To do this,
for the identified homogeneous blocks of the
frame, it is necessary to check the satisfaction of
condition (6) on the remaining frames of the
already existing video generated by this camera,
over a certain time interval T.

Let Wz{wl,wz,...,wp} is an existing video

sequence, and W, W, ,...,w, — DV frames, which

are considered as color digital images stored in
accordance with the RGB or YUV scheme [33].
The coordinates of an arbitrary block of the DV
frame matrix correspond to the indices of the
element of this matrix, which is located in the
block in the upper left corner (at the location
(1,1)). Taking into account the above, the main
steps of the method for determining the key
blocks of the DV generated by a specific video
camera are as follows.

a, b —homogeneous blocks found during the search among intersecting and non-intersecting 16x16 blocks,
respectively; ¢, d — recommended blocks for use in the examination of the integrity of the digital image
among intersecting and non-intersecting 16x16 blocks, respectively.

Fig. 1. Results of the method for selecting key blocks for the digital image frame.
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Fig. 2. Graph of the dependence of the correlation coefficient between the brightness values of pixels of
pairs of blocks of consecutive digital video frames on the frame number.

Step 1.

Search for homogeneous blocks in the

matrix of an arbitrary frame of the digital image.
For certainty, the first frame wis considered.

X,— matrix that is assigned to the frame w,,

reflecting the direct values of the pixel
brightness (color component/luminance matrix).

1.1.

1.2.

1.3.

Matrix X, split into intersecting/non-

intersecting  /x/ blocks c,i=1s:

S
X, =|Jc;. each next block c; differs
i=1
from the previous one c;_, by shift k pix-
els to the right/left/down/up;res =,
where res — set of coordinates of the
found homogeneous blocks;

For each block ¢,i=1s, with coordi-

nates (x,y;):

1.2.1. Construct a singular value de-
composition (1): ¢ =U.ZV,,
where Z, :diag(cl(i),...,cl(i));

1.2.2. Define a vector & (3);

1.2.3. Determine the value of the nor-
malized separation of the maxi-
mum singular value
svdgap,"/(1) of block c, in ac-
cordance with (5);

124, If svdgap,"'(1)> th,
then  res=resU{(x,y)},
where th - a parameter whose
value is determined experimen-
tally;

If res=4,

then  decrease the value of | and go to

step 1.1,

2.2.For each blockec;

else res =1,y Jx, i, 635 )}
— a formed set of coordinates of
homogeneous blocks of the frame w;;

|res| =t , where|res|— a power of setres .

Step 2. Search for key blocks of the DV.
2.1.An array recof counters is introduced

for each homogeneous block from the set
res: rec=(x,r,,..5). Herer,corre-
sponds to the block with coordinates
[x;, .y, )- Originally: r; =0, j =1t.

the coordinates of

IJ- '

which are contained in res, j=1t,

each frame w with a matrix X;, reflect-

ing the direct values of the pixel bright-

ness, fromW = {M,wz,...,wp >l

2.2.1. Construct the singular value de-
composition (1): ¢; =U; ;T

where ¥, = diag(Gl(ij)’_._,Gl(ij));

2.2.2. Define the vector o (3);

2.2.3. Determine the value of the nor-
malized separation of the maxi-
mum singular value

svdgap,""(1) of block ¢, inac-
cordance with (5);

224. 1 svdgap,"(1)>th,
then r=r+1.

Among the elements of the array
rec =(r,,r,,....;) find such r; , that

rn=p. @)
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Form a set M of indices j, for which
it is performed (7).

2.4.1f M=y,
then decrease the value of | and go to
step 1.1,

else key blocks are blocks with
coordinates (x ,y; ), where j e M

For the algorithmic implementation of the
method, the key issue is the choice of the block
size I: the larger I, the greater the probability that
the result will be: res=gv M =& ; the smaller
I, the greater the computational costs of
determining the key block. As a result of the
computational experiment, as already indicated
above, it was established that in practice the
most preferable will be 7x/ blocks, for which
| € {16,32}. Recommended parameter values for
the algorithmic implementation of the proposed
method: 1 =16, th =0.99, k €{1,16}. As a result
of using such an algorithmic implementation for
the DV presented in Fig.3(a), the blocks
presented in Fig. 1(c) (for k=1) and in Fig. 1(d)
were recommended as key blocks.(for k=16).

METHOD OF DIGITAL VIDEO
INTEGRITY EXAMINATION

Let us designate B; - one of the pre-selected
key blocks corresponding to the i-th frame of the
DV. The location of the key block in the frame
does not change with the change of i. Taking into
account the General Approach, the quantitative
characteristic of the state of the selected block in
each i-frame is proposed to be the value o,(B;),
since the maximum singular number of a block
carries the main information about one of its
main integral characteristics — energy E(B,),

calculated by the formula:

E(B;)=D_o}(B),

j=1

(8)

due to the relation (2), while adequately
responding to changes occurring in the block
matrix, in accordance with the good conditioning

of the singular values [32]:
may c,(B,)-o;(B, +AB, | <[AB/],, where AB,

is /x/ block disturbance matrix B;, [||,— spectral
matrix norm.
From frame to frame o,(B;) in the original

DV will change with a greater or lesser speed
due to changes in the matrix B, caused by
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changes in the environment occurring outside the
closed room in the scene being filmed, while the
rate of change o,(B;) at the entry point of the

DV will expectedly undergo a jump. Indeed, the
difference between the previous frame and the
next one, corresponding to the entry point, i.e.
the first frame of the replaced region, will be
additionally conditioned by the difference in
time when these frames are received in the
original DV, which, taking into account
condition (A), will depend mainly on the number
of frames in the replacement regionand will be
minimally equal to the time of their generation if
the first frame of the replaced regionis an
immediate neighbor of the last frame of the
replacement one, and in the general case will be
greater. Thus, the expected formal indicator of
the presence of an entry point is the occurrence
of a local/global extremum for the function y(i)

of the dependence of the rate of change o,(B;)

on the frame number i. The rate of change
c,(B,) in i is estimated below using the divided

difference of the  first order, i.e.
y(i)zcl(Bi)_Gl(Bi—l)'

For clarity of further presentation, we will use
a specific DV that has undergone a frame
substitution attack, presented in Fig. 3(b), the
graph of the corresponding function y(i) for
which is shown in Fig. 4(a).

In the practical implementation of the
obtained theoretical conclusions, the following
questions arise: firstly, since the function y(i) is
discrete, it can have local extrema at practically
every point (Fig. 4), therefore it is necessary to
ensure the possibility of separating such extrema
that are “suspicious” of being entry point
indicators, for which the principle “from rough
to more precise” is further used; secondly,
information is available at each moment in time

— the moment of creation of a specific frame i

only about previous frames with numbers i <i,
which will not allow mathematically determining

the extremum at the point i before the moment

of receiving the frame with number i+1, even if
the extremum will take place there; waiting for

the frame i+1 to be received will make the
operation of the developed expert method in real
time fundamentally impossible.

The solution to the issues that have arisen is
implemented as follows. Let us set aside for a
while the requirement for the method to operate
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in real time and look at the function y(i) as a

whole (for clarity — Fig. 4(a)). The extremum
that occurs at the entry point is, among other
things, the result of a break in the correlation
links between adjacent frames, so the absolute
value of such an extremum cannot be small in
itself, compared to other extrema. Thus, for the
primary  separation  of  extremes, an
experimentally determined threshold value & is
used: a local extremum will be interpreted as one
that can determine the entry point if its absolute
value is greater than & .

Let us return to the issue of implementing the
possibility of the method operation in real time.
The value of the extremum is determined by the
value of the function y(i) at the extremum point.

Since the key block under consideration in the
DV frames is uniform throughout the entire time
of creating the video sequence, significant jumps
y(i) from frame to frame of the original DV are

unlikely, although possible (taking into account
changes in the environment, since the camera is
outdoors), while the probability is very small that
in the presence of a jump in the value y(i) such

that |y(i) >3, this comparatively small value in

absolute value will be the same or will increase
in absolute value, preserving its sign, when
moving to the next frame of the original video,
since this would mean a significant sequential
increase (decrease) in the maximum singular
value for three consecutive frames. Taking into
account that: in accordance with (8) and (2), the
energy of the key block B; satisfies the relation

E(B)~o,’(B,); the key block is the block with
small differences in brightness values; and also
taking into account the correlation of the
brightness of the corresponding pixels between
adjacent frames of the original digital video, a
sequential multiple increase/decrease in energy
from frame to frame is unlikely here. The above

is illustrated by Fig.4. Thus, after a jump in value
|y(i) when moving to the next frame, it will

most likely decrease, giving an extremum at the
previous point, and therefore the digital video
frames for which are “suspicious” of being the
entry point will be:

ly(i)>8. 9)

However, as the graph in Fig. 4(a) illustrates,
such frames do not necessarily correspond to the
entry point. They require an additional quick
check — clarification, which is proposed to be
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carried out as follows. As the next frame is
formed, the maximum singular value of its key
block will be stored in a one-dimensional
structure — an array, the next element of which
corresponds to the next frame of the digital
signature. This array is formed simultaneously
with the formation of the digital signature. As
soon as the local extremum of the function y(i)

is found in accordance with (9), an additional
check is carried out on the elements of the
formed part of the singular values vector to find
a value that coincides with the current value
c,(B;) (if additional processing of the replaced

region was not done) or differs by an amount not
greater than a certain threshold valueeg,
otherwise. Finding such a value will determine
the presence of frame replacement and the
location of the replacement region. Note that,
taking into account condition (A), the time costs
for searching for the required frame of the
replacement region will be insignificant,
regardless of the absolute frame number i, if this
search is organized by the elements of the
formed part of the array of singular numbers in
reverse order: (i-1)-th element, (i-2)-th element,
etc. The maximum required for the search will
be a comparison operation for the current key
block B;, which will occur in the case when B;

does not belong to the replacement region, or
when the first frame of the replacement region is
the first frame of the DV. In all other cases, the
number of operations will be less.

For convenience of description of the
proposed expert method the following notations
are used. Let F={f,f,,.,f,} — be the DV
already formed by the video surveillance camera
at the given moment of time from successive
frames f,,f,,...,f,, and let B, —be the key block
f, of size x| . For convenience of presentation
let us denote D - a one-dimensional array, the

ith element of which D(i) is defined as:
D(i)=o,(B;). Let the set res be used here to
collect frames of the DV that form the
replacement region. Initially res =< . Before the
start of the examination process find - the
indicator of the presence of replaced frames is
brought to the state: find = false.

The main steps of the proposed expert
method for identifying the replaced region of the
DV are as follows.

Step 1 (initialization).i=n+1.
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Step 2. For a frame f, obtain o,(B;) by singular
value decomposition (1) of the key blockB;:

B, =UzV,, £, =diag(c,(B)....5,(B)).

Step 3. If find = false

Then calculate y(i)=c,(B;)—o,(B, ;).

If ly(i) >3,
Then
If among the elements

D(j), j=1i-1 there is such
aD(jo), that |D(J-o)_01(BiXSS’
Then

(res=resU f,)&(find =true),
output numbers j,, i of

replacement and replaced frames
Else find = false.

Else
If among the elements

D(j), j=1i-1 there is such a

D(jo)’ that |D(jo)_51(Bi]§81
Then

(res=resU f;)&(find =true),
output numbers j,, i of

replacement and replaced frames
Else find = false.

Step 4. D(i)=0,(B,).
Step 5. The video sequence is formed
F={f,.f.,f }; n=n+l. Transition to

0nt Tn+l
step 1.

It is obvious that at the moment of
determining the entry point in real time it is
fundamentally impossible to determine the entire
falsified region, since it has not yet been fully
formed, but the signal about the presence of
falsification gives here the opportunity to take
emergency measures to prevent/properly react to
illegal actions that obviously take place in
reality. The proposed method will determine the
replaced (non-original) region of the video when
this region is fully formed, but information about
the numbers of replaced (and replacement)
frames is supplied to it sequentially in real time.
The final form of the replacement region, if this
is of interest, will be formed in res .

The algebraic implementation of the proposed
method corresponds to the following parameter
values: =16, 8=5 (established
experimentally), the parameter value & will be
determined in accordance with those disturbing
effects that can be applied as post-processing to
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the DV frames after their duplication. However,
it should be noted here that, due to the assumed
real-time process, additional post-processing of
frames is unlikely in practice.

Let us now illustrate in detail the use of the
proposed method for the falsified DV (Fig. 3(b)).
The DV did not experience any additional
disturbing effects, except for frame replacement
(¢=0). The graph of the function y(i),

i =139, 268, for the block, the location of which

in the frame is indicated in Fig.1(d) by the red
arrow, is shown in Fig. 4(a). In reality, the
replacement region is frames from 155 to 185,
and the entry point is frame 205. During the
operation of the method, until the entry point is
detected in this falsified video, only one
“suspicious” 179-th frame is analyzed, for which

y(i) > 8, for which there are no repeating values
for i<179, which excludes it as the entry point.
The next value: |y(204) >3, which defines the

205-th frame as the first replaced frame (entry
point) (i=205, j,=155) due to the coincidence

of y(205)= y(155). After the entry point is fixed,

the subsequent frames of the replaced region are
also determined. In the graph y(i) (Fig. 4(a)) the

parts corresponding to the replacement and
replaced regions of the DV are highlighted in red
and green, respectively.

An important distinctive feature of the
proposed expert method is that it is able to detect
the result of frame replacement and duplication
not only in the case when there is one
replacement and one replaced region, but also in
cases when one replacement region is used
several times, creating several replaced ones, and
also when there are several replacement and
several replaced regions within one digital
image. It is important to note here that if several
replaced regions of the digital image
corresponding to one replacement region are
located close to each other, then the entry point
may not be the first to satisfy the condition

|y(i)} > &, which will not prevent its detection,
since when moving to this entry point, the value
of the pointer to the falsified frames will be
determined as find =true . All of the above is
confirmed by the graph of the function y(i)
(Fig.4(b)), constructed for the DV shown in
Fig.3(c), where one replacement region

corresponds to two replaced ones: frames from
205 to 235 and from 238 to 268.
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Fig.3.0riginal and counterfeit DV: a — original DV; b — DV resulting from frame substitution (one
replacement region— one replaced region); ¢ — DV resulting from frame substitution (one replacement
region— two replaced regions).
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Fig. 4. Graphs of the dependence of the rate of change of the maximum singular value of the 16x16 block
of DV frames (Fig. 3), depending on the frame number: a — graph for DV (Fig. 3(b)); b — for DV

(Fig. 3(c)).

Table 1

The results of the comparative analysis of the proposed method's effectiveness

Method ACC, % Limitations of
Applicability
[13] 76-100 (depending on the size of the analyzed Constant-in-Time
frame sub-region: for a 16x16 block — 81%) Substitution Area
[28] 98.7 Presence of synchronized
video camera and Wi-Fi
signals
New 96.4 -

The computational complexity of the
proposed expert method is insignificant: the
main computational contribution here will be
due to the calculation of the singular value of
one key IxI-block in each frame. Thus, the
work with each specific frame does not depend
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on its size and with some approximation can
be estimated as K=const operations, then the
computational complexity of the method will
be proportional to the number of frames n:
O(n) operations, which makes the proposed

method potentially suitable for work in real
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time. The authors of the article found only one
analog in open sources with similarly
insignificant computational complexity: the
[13] method, which is subsequently used in the
comparative analysis.

To confirm the possibility of the developed
expert method operating in real time, the total
time of the method operation with a digital
video recording with a specific number of
frames was determined during a computational
experiment using a non-professional computer
(specifications: ASUS Zenbook UX5401EA;
processor: 11th Gen Intel(R) Core (TM) i7-
1165G7 @ 2.80GHz; RAM: 16.0 GB). Thus,
for a digital video recording containing 270
frames, the time of its examination was
00:00:17.8771138, thereby providing a
processing frequency of 15 frames per second
(fps). According to experts working with
CCTV cameras, the frequency of the digital
video recording generated by cameras usually
fluctuates within the range of 1-30 fps [34]. In
this case, the frequency of the digital video
recording is selected using a compromise
between the requirements for video quality and
the weight of the corresponding archive. Since
the quality of a video sequence created at the
maximum frame rate (30 fps) is practically no
different from a video at 15 fps, but at the
same time having memory requests that are
almost 2 times greater than the second option,
the optimal frame rate for almost any video
surveillance object is considered to be 10-15
fps [34].

Thus, the developed expert method is
capable of identifying the results of a
substitution attack, duplication of digital video
frames in real time at frequencies practically
used in the operation of video surveillance
cameras, even under conditions of using non-
professional computers, which gives it an
advantage over the absolute majority of
existing analogues.

The results of the comparative analysis of
the proposed method's effectiveness—
quantified using the ACC metric [28]—against
modern analogs designed for real-time DV
integrity analysis are presented in Table 1.
Although the developed method is somewhat
less effective than the analog [28], it does not
require, unlike [28], any additional technical
means to perform the analysis, which is its
significant advantage.
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CONCLUSION

Today, the issues of cybersecurity of
critical infrastructure, in particular the energy
sector, are among the most important and
relevant for ensuring its continuous operation.
Most of the information, including control
information, when organizing the functioning
of critical infrastructure is presented and used
today in the form of digital videos, which
provide the most complete  visual
representation of the situation taking place, and
therefore are desirable objects of falsification
for violators pursuing illegal goals. In this
regard, the protection of digital video, in
particular, received by video surveillance
cameras, from unauthorized access, timely
detection of the results of their falsification, if
this still happened, is one of the conditions for

the  normal  functioning of critical
infrastructure.
This paper proposes a method for

identifying the results of temporary attacks of
substitution (duplication) of digital video
frames. During the development of the
method, the concept of a key block of a video
sequence was introduced as a block with an
insignificant difference in pixel brightness
values — homogeneous, remaining such in all
digital video frames. The quantitative indicator
of the block homogeneity was the normalized
separation of its maximum singular value. The
proposed expert method is based on the
analysis of the rate of change of the maximum
singular values of key blocks of video
sequence frames. It functions under conditions
of minimal technical complexity.

The computational complexity of the
developed method does not depend on the size
of the digital video frames, but is defined as
O(n), where n — is the number of frames, which

makes it possible to use it to conduct an
examination of a video sequence, in particular,
received by a video surveillance camera in real
time, which has been confirmed in practice.
The obtained effect was achieved due to the

reasonable possibilities of reducing the
analyzed frame region to one small block.
Using the method will increase the

reliability and speed of decision-making during
video stream monitoring.
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