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Abstract. Steganography currently holds a vital position in information security, reflecting its growing
importance within the energy industry. Steganographic methods are employed to ensure data integrity
and authentication in Smart Grids; for the authentication of thermograms and diagnostic images
obtained during power line monitoring, etc. The effectiveness of a steganographic system
fundamentally depends on the properties of the container used, making the task of container selection
highly relevant, yet one that has lacked a satisfactory solution until now. The objective of this work is
to increase the efficiency of a steganographic system by developing a method for selecting a container
from a given set of digital images, ensuring optimal or near-optimal visual quality of the stego-
message, regardless of the container format or the steganographic method employed. In this study,
steganographic efficiency is defined as a quantitative assessment of the perceptual reliability of the
generated stego-message, evaluated using the Structural Similarity Index Measure (SSIM). This
objective was achieved by addressing the following tasks: introducing the concept of the local (pixel-
wise) texture degree of an image and justifying a selection criterion based on the relative number of
pixels with the most frequent local texture degree value. The most significant result of this research is
the provision of a mechanism for selecting a container that facilitates the formation of high-visual-
quality stego-messages. The importance of the obtained result lies in the fact that the developed
selective method ensures an increase in steganographic system efficiency compared to the use of a
random container. The maximum recorded increase in efficiency was 31.6%.
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Cresterea eficientei sistemului steganografic ca parte componenta a procesului de asigurare a functionarii
normale a unui obiect energetic
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Abstract. Steganografia ocupa in prezent o pozitie vitald in securitatea informatiilor, reflectdnd importanta sa
crescanda in industria energeticd. Metodele steganografice sunt utilizate pentru a asigura integritatea datelor si
autentificarea in retelele inteligente; pentru autentificarea termogramelor si a imaginilor de diagnostic obtinute in
timpul monitorizarii liniilor electrice etc. Eficacitatea unui sistem steganografic depinde fundamental de
proprietatile recipientului utilizat, ceea ce face ca sarcina de selectie a recipientului sa fie extrem de relevanta,
una pentru care pana in prezent nu a existat o solutie satisfacatoare. Obiectivul acestei lucrari este de a creste
eficienta unui sistem steganografic prin dezvoltarea unei metode de selectare a unui recipient dintr-un set dat de
imagini digitale, asigurand o calitate vizuala optima sau aproape optima a stego-mesajului, indiferent de formatul
recipientului sau de metoda steganografica utilizata. in acest studiu, eficienta steganografici este definiti ca o
evaluare cantitativa a fiabilitatii perceptive a stego-mesajului generat, evaluata folosind Masurarea Indexului de
Similaritate Structurald (SSIM). Acest obiectiv a fost atins prin abordarea urmatoarelor sarcini: introducerea
conceptului de grad de texturd locala (pe pixeli) al unei imagini si justificarea unui criteriu de selectie bazat pe
numarul relativ de pixeli cu cea mai frecventd valoare a gradului de textura locald. Cel mai semnificativ rezultat
al acestei cercetari este furnizarea unui mecanism de selectare a unui container care faciliteaza formarea de
stego-mesaje de inaltd calitate vizuala. Importanta rezultatului obtinut constd in faptul ca metoda selectiva
dezvoltata asigurd o crestere a eficientei sistemului steganografic in comparatie cu utilizarea unui container
aleatoriu. Cresterea maxima inregistrata a eficientei a fost de 31.6%.
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IoBbimenne 3¢ (PpeKTHBHOCTH CTETAHOCHCTEMbI KAK COCTABHOI YacTH npouecca odecrneyeHHs INTATHOTO
(pyHKIHOHNPOBaHMS 00bEKTa IHEPTeTUKH
'Bodok U.W., ‘I'puropenko C.H., 2Ko6ozeBa A.A., >SIsopckas K.JIL.
'HanuonansHeiii yausepeutet «Ojiecckas nonuTexnukay, Onecca, Ykpanuna
20O ecckuil HAMOHABHBIN MOpCKOi yHuBepcHTET, Ontecca, Ykpanna

Annomayusn. PazButne WHQOPMALMOHHBIX TEXHOJOIWH TMpHUBEJM K BHEAPEHUIO HX B  Ipolecc
(YHKIIMOHMPOBAHUSI HHEPreTUYECKON OTpaciy, ee IIMPOKOH IU(pOBU3ALMK, CIEICTBUEM 4YEro SBUIUCH
MHOTOYHCIIEHHbIE KHOEPYTPO3bl, KOJUIECTBO M HETATUBHBIE MOCIEACTBHS PEAM3alUU KOTOPBIX BO3PACTAIOT C
Ka)XIBIM JHEM. BakHOoe MecTO B OpraHW3allM 3alIMUTHl HH()OpMAIWK 3aHUMAET CETOAHS CTeraHorpadus, 9To
HAllLI0O CBOE OTPaXEHWE W B Tporecce (YHKIMOHUPOBAHUS JHEPreTHueckoil orpaciu. CTeraHoMeTonbl
HCTIONB3YIOTCA  JIsE  OOecliedeHuss IeJOCTHOCTH [OaHHBIX W ayTeHTHdukamuu B Smart Grids; mis
ayTeHTH(UKAIMA TepMOrpaMM M JHAarHOCTHYECKHX CHHMKOB, IOJyJacMBIX B XOJI€ MOHHTOPHHTA COCTOSHHS
JWHUHA BIEKTpomepenad; A 3allUThl CEKPETHOH TEXHHYECKOM IOKyMeHTamuu H T.J. O}dexTuBHOCTH
CTEraHOCHCTEMbI KJIIOYEBBHIM OOpa30oM 3aBHUCHT OT CBOMCTB HCIIOJIb3yEMOTrO KOHTEHHepa, lenas 3ajady ero
BBIOOpa aKTyalbHOW, OJTHAKO HE MMEIOIIEH yIOBJIETBOPUTEIIFHOTO PEIICHHS /10 HACTOSIIEro MOMeHTa. [[enbio
paboThl siBiIsieTCS TMOBBIIEHWE A(P(QEKTUBHOCTH CTEraHOCHCTEMBI ITyTeM pa3padOTKH MeToJa BbIOOpa
KOHTEHHepa M3 3aJ]aHHOTO MHOXXECTBa IU(POBBIX H300pakeHHH, 00eceYnBarONIEro Hamny4iee/0Iiu3Koe K
HaWIydlleMy BH3yaJbHOMY KauecTBYy CTEraHOCOOOIIECHHs, He3aBHCHMO OT (opmara KOHTeWHepa W
UCroNb3yeMoro  creranomerona. Ilog 3¢ @eKTUBHOCTBIO  CTEraHOCHUCTEMbI B  paboTe  MOHHUMAaeTCs
KOJIMYECTBCHHAS! OLIEHKA HAJEXKHOCTH BOCHPHATHA (POPMHPYEMOTrO CTETAaHOCOOOIIECHHS, OICHUBAEMas IPH
momornu Structural Similarity Index Measure. ITocmaenennas yenv 6vina OocmucHyma TIIyTEM PELICHUS
CIICMYIONINX 33Jad: BBEJICHUS IOHSATHSA CTENCHH JIOKATbHON (MMKCENBHOM) TEKCTYpHOCTH H300pakeHUs,;
000CHOBaHMS BBIOOpa KPHUTEPHS CEICKIMH KOHTEHHEPOB — OTHOCHTEJIFHOTO KOJHMYECTBA IHKCENECH
M300pakeHnsl ¢ Hamboyee 4acTo BCTPEYAIOLIMMCS 3HAUEHHEM CTETEHH JIOKaIbHOM TeKCTypHOCTH. Haubonee
BAJICHBIM  pe3YTbmamom pabomsl SBISETCS OOECIeYeHne BO3MOXKHOCTH BbIOOpa KOHTEHHepa, Ha OCHOBE
KOTOPOTO (OPMHUPYETCS CTEraHOCOOOIEHHE BBICOKOTO BH3YAJIBHOTO KauyecTBa. 3HAUUMOCHb NOLYYEHHO2O
pesyibmama 3aKiodaeTcss B 00eCleueHnH 3a CUeT HCIOJb30BaHMs pa3paOOTaHHOTO CENEKTHMBHOI'O METOAA
MOBBILICHUS (PQEKTUBHOCTH CTETaHOCUCTEMBI, [0 CPAaBHEHUIO C HCIOJIB30BAHUEM CIIyYaiHOTO KOHTeWHepa.
MakcumaibHO 3a(MKCHPOBaHHOE MOBBIILIEHNE d(PPEKTUBHOCTH cocTaBmiIo 31.6%.

Knroueesvie cnosa: creranocucreMa, BbIOOp KOHTeliHepa, LudpoBoe n300pakeHHe, HaJEKHOCTh BOCHPHUSTHS
CTEraHOCOOOIIECHMS.

INTRODUCTION escalates into a direct threat to national security.
Deliberate adversary interference in data
exchange can deprive critical infrastructure of
power, thereby undermining the state's defense
capabilities [5].

Cyberattack-induced disruptions to critical
infrastructure—particularly within the energy
sector—can trigger a “domino effect”. Due to the
pervasive integration of information technology,
a control failure at even a single local node, such
as a railway signaling system or an electrical
substation serving a residential area, can lead to
cascading  failures across interdependent
economic sectors and result in human casualties.
In the modern world, the cost of digital
vulnerability is increasingly measured not by lost
data bytes, but by the physical safety of
individuals, particularly in the context of
malfunctions or unauthorized interventions at
nuclear power plants [6].

Consequently, to ensure the normal operation
of the energy sector, it is critically imperative to
guarantee the cyber and information security of
its constituent components.

Steganography, defined as the science and art
of covert communication, currently occupies a

The energy sector is a critical infrastructure
component essential for the functioning of
modern society. Any disruptions in its operation,
whether intentional or accidental, can lead to
severe consequences, potentially reaching
catastrophic scales. Rapid advancements in
information technology and their integration into
energy processes have driven widespread
digitalization. However, this shift has also
introduced numerous cyber threats, with both the
frequency and the impact of these attacks
increasing daily [1-4]. A defining characteristic
of modern energy complexes is their nature as
cyber-physical systems, where digital code
directly controls physical assets. Consequently,
the deliberate manipulation of transmitted data
can force equipment to operate outside of safe
parameters, leading to its failure or destruction.
In such cases, the impact ranges from substantial
economic losses to the physical destruction of
critical infrastructure [3].

Under the conditions of modern warfare, any
disruption in the operation of the energy system
ceases to be a purely technical issue and
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vital position in the field of information security
[7]. In the course of modern steganographic
transformation, secret information undergoes
prelimiOnary encoding. This results in a digital
sequence or a digital image (DI) — referred to as
Additional Information (Al) — which is then
embedded into an inconspicuous object known
as the cover. The resulting stego-message is
subsequently  transmitted over an open
communication channel or stored in its processed
form. This process is executed by a
steganographic system [8], which must satisfy
several fundamental requirements: ensuring
perceptual imperceptibility of the stego-message
(it must remain visually indistinguishable from
the original cover); resistance to steganalysis;
robustness against attacks targeting the
embedded message, etc. Given that attacks on
steganographic systems in the modern digital
landscape are becoming increasingly
sophisticated [9, 10], enhancing system
effectiveness across all performance indicators is
critically important.

The efficiency of any steganographic system
fundamentally depends on the properties of the
cover used. This highlights the relevance of the
cover selection task, the objectives of which
vary: reducing the stego-message's sensitivity to
perturbations, improving its visual quality, or
increasing the payload capacity of the resulting
channel [11, 12]. The methodologies for
achieving these goals also differ.

For instance, the method proposed in [13]
utilizes the requirement of minimum aggregate
perturbation during steganographic
transformation as the selection criterion for a DI-
cover from a set of candidates. This is ensured
by analyzing all possible embedding positions
within each candidate image. However, a
significant drawback of this approach is its
substantial computational complexity, which
serves as a major barrier to its practical
implementation.

Often, cover selection is tailored to a specific
steganographic method [14, 15], which the
authors of this study consider a significant
limitation. Given the vast diversity and number
of existing steganographic methods, a current
priority is the development of general principles
for cover selection based on a specific objective,
ensuring that the selection results remain
independent of the specific steganographic
algorithm used for Al embedding. Such
principles underpin the selective methods
proposed in [12, 16]. So, the approach described
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in [16] is based on a genetic algorithm, where the
authors select a DI-cover that provides the best
compatibility with a specified secret message. A
similar goal is pursued in [12], where the
selective method is based on representing the Al
as a collection of perturbations within specific
(protected) singular triples of the cover matrix
that occur during the  steganographic
transformation.

It should be noted that the outcome of the
cover selection process is frequently not the
absolute optimal candidate among the contenders
relative to the stated objective, but rather one
that ensures acceptable or satisfactory
performance characteristics for the stego-
message [11, 12, 14].

Despite the extensive research in the field of
selective steganography, the problem of cover
selection remains unresolved to date. It continues
to be highly relevant as a significant avenue for
enhancing  the  overall  efficiency  of
steganographic systems.

The growing importance of steganographic
information protection has also manifested in the
operational processes of the energy sector. The
application of steganography within the power
industry serves as a practical, modern tool for
robust data security.

A specific technology within the energy
industry is the Smart Grid [17]. In Smart Grids,
which transmit data between meters, substations,
and control centers, steganographic methods are

employed to ensure data integrity and
authentication through fragile digital
watermarking (DWM). The core concept
generally involves the following: minor

perturbations are introduced into telemetry data
(such as voltage and current) using specific
algorithms to embed a DWM. This process does
not interfere with system operations but enables
signal authentication. If an adversary attempts to
alter the transmitted data, the fragile DWM s
destroyed, immediately indicating unauthorized
activity within the system.

DWM embedding in this context is performed
using various methods. For instance, [18]
proposes a steganographic method for securing
digital text within Smart Grid communications.
The authors' primary objective in embedding the
DWM is to ensure the perceptual
imperceptibility of the resulting stego-message,
which is quantitatively assessed using the Peak
Signal-to-Noise Ratio (PSNR), averaging 33.65
dB. Furthermore, the secret message length
ranges from 0.2 to 1.24 KB compared to the
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prototype. Clearly, this performance metric
inevitably depends on the cover text; however,
this issue is not explored in that study.

Smart Grids are undergoing continuous
evolution. Wi-Fi is widely utilized for data
transmission from metering systems, distribution
network control and monitoring units, and power
grid protection systems. This poses significant
security risks for the transmission of confidential
data, particularly in the context of cyber warfare,
where standard communication channels may be
monitored by an adversary. Under such
conditions, if a mission-critical command — such
as a shutdown or load redistribution — must be
sent, it is imperative to do so without the
adversary’s monitoring system detecting this
activity. One approach to addressing this
challenge is concealing the transmitted command
within a standard data flow (for instance, inside
CCTV footage from an electrical substation) or
by establishing a dedicated covert channel.

A novel and efficient method for establishing
a covert channel is proposed in [19], which
utilizes the IEEE 802.11 Enhanced Distributed
Channel Access (EDCA) mechanism for data
transmission. According to the authors, this
represents the first-ever covert channel to utilize
three or four independent covert mechanisms to
enhance operational efficiency. In their study,
the authors emphasize the dependence of the
proposed channel's effectiveness on the
parameters of the transmitted video sequence
(the cover), specifically frame size and frame
count. However, they do not reach a definitive
conclusion regarding the precise impact of cover
properties on the channel's performance.

A multi-layer encryption approach based on
chaotic techniques and steganography is
proposed in [20] to enhance data protection in
Smart Grid communications. The encryption
process in the proposed system involves
concealing data — encrypted using a digital
dictionary and AES algorithm — within an image.
The use of a small key and compact dictionary
dimensions contributes to the overall efficiency
of the encryption mechanism. The study
conducted by the authors utilizes several
quantitative metrics, including image distortion
measures such as PSNR and Mean Squared Error
(MSE), to demonstrate that the proposed multi-
layer system is a robust and high-speed method
for information protection.

Energy facilities (nuclear power plants,
hydroelectric plants, substations, etc.) generate
vast amounts of visual content, a significant
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portion of which consists of digital images that
can effectively serve as steganographic covers
for various tasks. One such task is the
authentication of thermograms and diagnostic
imagery [21]. Thermal imagers are widely used
to monitor the condition of power lines and
transformers. An adversary can easily falsify
these images — for example, by erasing an
overheating zone — to mask an impending
accident or sabotage. However, embedding
fragile digital watermarking (DWM) into a
thermogram ensures that any unauthorized
modifications causing DWM destruction will be
identified, signaling the unreliability of the data.
Furthermore, the thermogram itself can be
embedded into a DI or frames of non-specific
digital video using steganographic methods. This
approach avoids raising suspicion regarding the
presence of sensitive information while ensuring
the perceptual imperceptibility of the resulting
stego-message [22, 23]. The effectiveness of
such thermogram protection fundamentally
depends on the selection and properties of the
cover used. Given that bispectral cameras —
which simultaneously capture a conventional
photograph and a thermogram — are frequently
used in the energy sector, the thermogram
(which typically has a lower resolution) is
embedded into its corresponding visual
counterpart. This simultaneously achieves two

goals: concealing vital information from
unauthorized observers and ensuring the
inseparability of the two informational

components, as a thermogram without its visual
context loses much of its value.

The monitoring of power lines is frequently
conducted using drones, which transmit a vast
volume of imagery to the recipient. For each DI
captured in this manner, the acquisition metadata
— such as the specific drone ID, timestamp,
altitude, and other telemetry — is mission-critical.
To ensure the inseparability of the DI file from
its acquisition data and to minimize the risk of
unauthorized modification, this information is
embedded into the DI via steganography [24].
Although perceptual imperceptibility in this
scenario cannot be enhanced by selecting a
different cover (as the image itself represents the
primary data), relative improvements in visual
quality can still be achieved through the
selection of specific sub-regions (blocks) within
the existing cover [25].

Since the energy sector is a vital component
of a nation’s critical infrastructure, technical
documentation, power grid blueprints, power
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plant protection schemes, and various other
documents are classified as sensitive assets
requiring stringent access control. At the
generation stage, it is expedient to embed a
DWM containing essential service information.
This measure enables the tracing of the source
should any visual data leakage occur. Although
the energy sector is not unique in this particular
application of steganographic  techniques,
steganography nonetheless remains an effective
tool for safeguarding the information used within
the industry.

Consequently, for the energy sector — as for
any other component of critical infrastructure —
the challenge of enhancing the effectiveness of
steganographic data protection remains both vital
and highly relevant.

Given that the primary objective of
steganography is to conceal the existence of
additional information within the utilized
information content [7, 8], the fundamental
requirement for the steganographic system in this
study is ensuring the perceptual imperceptibility
of the resulting stego-message.

The aim of this work is to enhance
steganographic  system  effectiveness by
developing a method for selecting a cover from a
given set of digital images that ensures optimal
or near-optimal visual quality of the
corresponding stego-message, regardless of the
image format or the steganographic method
employed.

In this research, the effectiveness of the
steganographic system is defined as the
quantitative assessment of the perceptual
imperceptibility of the generated stego-message,
evaluated using the Structural Similarity Index
Measure (SSIM) [26].

DEFINING THE COVER SELECTION
CRITERION

The goal of cover selection in this work is to
ensure relatively high visual quality for the
corresponding stego-message. For this purpose,
Dls possessing a high texture degree [15, 27] are
the most suitable; that is, images that collectively
contain relatively large sub-regions with
significant variations in pixel brightness values.
Consequently, to achieve the research objective,
it is necessary to define a numerical parameter
for the DI that can most effectively estimate its
texture degree. This parameter must enable the
identification of an image where the number of
significant pixel brightness variations is maximal
(or near-maximal), taking into account the
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subsequent use of this DI for steganographic
transformation.

The most effective, and consequently the
most widely used classical approach to
determining the texture degree of a D) is the
gradient-based method [29, 30]. This is logical,
as the gradient for a specific pixel in a DI
captures the rate of change of its brightness
across various directions. The larger the absolute
value of the gradient element, the more
significant the corresponding brightness jump.
Such pixels are preferable for the steganographic
transformation process because, in the presence
of high brightness variation, minor changes are
highly unlikely to be perceived visually. In
general, it can be asserted that the larger the
jump in brightness values, the lower the
probability — of visually  detecting any
modification to these values [31]. However,
despite its widespread application, this approach
does not guarantee that all existing “jumps” are
accounted for. This represents a significant
drawback when selecting a DI as a cover:
“missing” these jumps can lead to sub-optimal
cover selection and, consequently, a reduction in
the payload capacity of the covert
communication channel, which is undesirable. In
light of this, let us examine the foundations of
the gradient-based approach in greater detail.

Let f(x,y) be a function whose domain
discretization and value quantization have
resulted in a digital image represented by a
matrix F with elements f;. For f(x,y), the

(xy) defined

(x,y),%(x,y)). In digital

image processing, the term “gradient” is
frequently used to refer to the Euclidean norm of

the vector:
12

|grad f (x y)||=[[%(x, y)T +(%(x, y)ﬂ ,

however, given the large dimensions of modern
images, the following is used as a gradient
estimate [31]:

gradient at point is as

of

grad f(x,y):(&

vf =‘%(x, y)|+ (1)

%(X, y)‘-

In digital image processing, the gradient for a
specific pixel f; can be calculated in various
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ways. Let us consider the neighborhood of this
pixel with a radius of 1:

fi—l,j—l fi—l, j fi—l,j+1
fi,j—l fij fi,j+1 (2)
fiJrl,j—l fi+l,j 1:i+1,j+l

Using the first-order divided difference [32]
to estimate the derivative of a discrete function at
a point, we obtain;

of of

&(X, y) = fi+l,j — fij’ E(X,y): fi,j+l — fij . (3)
An alternative estimation variant is also

proposed in [31]:

of

&(X! y) = fi+1,j+l - fij’

- @
a(x’ y)= fi+l,j - fi,j+1

Using (3) and (4) to estimate the gradient (1)
results in the upper and left neighborhoods of
pixel f; being entirely disregarded, even though

the brightness transition for f;

precisely in those areas. Thus, for the objectives
of this study, formulas (3) and (4) clearly fail to
provide a comprehensive assessment of the
behavior of neighboring pixels for f;.

Consequently, their application would hinder the
high efficiency of the corresponding cover
selection  method, regardless of the
steganographic algorithm employed.

The Prewitt and Sobel operators are the most
preferred and frequently used in practice for
gradient estimation in digital image processing
[31].

To obtain the components of the gradient
vector, the classical Sobel operator employs 3%3
masks:

may occur

-1 -2 -1) (-1 O 1
o 0 0f,|-2 0 2],
1 2 1) \-1 1
while the Prewitt operator (to obtain

approximations of the derivative along the OX
and OY directions) uses the following:

-1 -1 -1 -1 0 1
0 0 O0|,|-1 O 1.
1 1 1 -1 0 1
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It is evident that, considering the research
objective, the Sobel operator is preferred over
the Prewitt operator for the following reason. In
the Sobel masks, those neighboring pixels of f;

that lie directly on the OX and OY axes — the
directions along which the partial derivatives are
calculated are explicitly emphasized
(weighted). This leads to a more accurate
approximation of these derivatives compared to
the Prewitt operator and, consequently, a more
precise estimation for (1).
Using the Sobel masks, we obtain:

of
&( fi ) =Gy » _( fijat2fi,;+ fi—l,j+1) +
+( fipjat2fi,;+ fi+1,j+1)'
)
of
5( fij ) =G, » _( fi—l,j—l +2 fi,j—l + fi+1,j—1)+

+(fiflyj+1+2f + f

i,j+1 i+1,j+l)

For the Sobel operator, the mask size can
exceed 3x3; however, increasing the dimensions
leads to a decrease in the operator's sensitivity:
fine lines and small details may be lost, which is
critical for the task of steganographic cover
selection. Furthermore, increasing the mask size
results in higher computational complexity for
the gradient calculation process. Considering that
this process is intended to establish the texture
degree of a DI to determine its suitability as a
cover — and given that there may be numerous
candidates for the cover role — any increase in
the computational complexity of analyzing a
single DI is highly undesirable.

Thus, for establishing the texture degree of a
DI using a gradient-based approach at the current
stage of research, the Sobel filter with 3x3 masks
holds the highest priority. However, for the
objectives of this study — where the texture
degree is determined for the subsequent selection
of a steganographic cover — the Sobel operator
exhibits significant drawbacks. Suppose that the
neighborhood (2) takes the following form:

a b a
bfijb
a b a

(6)

Then,
Gy =0,G, =0, grad( f;)=0,Vf =0,
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which in the general case may falsely indicate
the absence of brightness transitions in the

neighborhood of pixel f;, even when they are

present. Indeed, several situations are possible
here:
e b>>a; here, f; may be comparable to b

(resulting in a cross-like structure), f; may

be comparable to a (resulting in a “checker-
board” structure), or f;, may differ signifi-

cantly from both a and b;
o Db<<a; for f;, variations analogous to the

previous point are possible;

e aand b differ insignificantly from each other
(or have identical values) but differ signifi-
cantly from f;.

In each of these situations, one or more sharp
jumps in brightness values occur within the
neighborhood of f;. While these variations are

essential for determining the overall texture
degree of the DI, the Sobel operator fails to
detect them.

Remark 1. When the Sobel operator (5) is

applied, condition |grad f (x,y)[=0 or Vf =0

constitutes a necessary but not sufficient
condition for the local homogeneity of the DI
(within the neighborhood of f;). In other words,

it cannot guarantee the absence of brightness
transitions in the vicinity of the pixel f;.

Remark 2. Although the gradient defined for a
DI pixel naturally characterizes the behavior of
its neighbors by accounting for the rate of
brightness change when transitioning from the
given pixel to its neighbors, this representation in
the form of Vf is cumulative. For the purpose

of identifying a DI that is best suited for
embedding a secret message — in terms of
maintaining the visual perception of the stego-
object — it is crucial to have the ability to
evaluate the behavior of each individual
neighbor of pixel f;.

To provide a visual clarification of Remark 2,

let us illustrate it with an example involving two
3x3 DI blocks:

25 25 25) (24 24 25
25 30 25 |,|24 25 25 (7
25 25 30 25 26 26

The gradient (1) for each of these, calculated
for the central pixel using (5), will be equal to
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10. The simultaneous consideration of the
aggregate differences between pixels in the given
neighborhood leads to an illusory equivalence of
the blocks in terms of their texture degree as
determined by the gradient. However, it is
evident that the first block is clearly preferable
for DI embedding, as it possesses a more
significant brightness transition.

In view of the foregoing, to assess the texture
degree of a DI — characterizing its suitability or
unsuitability to serve as a cover — it is necessary
to define a quantitative parameter for each pixel
that focuses on the presence of brightness jumps
and is free from the drawbacks identified above.
The sought-after parameter must:

o utilize information from the entire neighbor-
hood of f; (in contrast to formulas (3) and

(4));

e characterize the behavior of the immediate

neighbors of pixel f;;
e be capable of detecting existing brightness

jumps in situations where the gradient fails

to reveal them—specifically in scenarios

such as (6) and (7).

The following parameter satisfies all the
established requirements and is hereafter referred
to as the Local (Pixel-wise) Texture Degree
Index (LTDI). It is proposed as an alternative to
the gradient for detecting brightness jumps

within the neighborhood f;:
G(%)=

Thus, the LTDI is defined as the maximum of
the absolute brightness jumps between pixel f;

max
k,le(-1,0,1

. (8)

fij - fi+k,j+l

and any neighboring pixel within neighborhood
(2). The satisfaction of the first two requirements
is evident. Let us now examine the behavior of

G(f;) under the conditions specified in (6):

G(f,)=max{|f,—al,[f,-b[}. (9

In this case, G(fij)zo ifand only if f; =a=Db;

that is, when the block under consideration is
indeed homogeneous.

For blocks of type (7), where one is
homogeneous and the other contains more
significant brightness transitions, it is evident
that parameter (9) will clearly distinguish

between them. It assigns a higher value G( fij)
to the block that has priority for steganographic
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transformation: specifically, G(f;)=5 for the

first block and G( fi ) =1 for the second block.

It is evident that the higher the texture degree
of a DI, the greater the number of pixels with
relatively high LTDI (8) wvalues, and
consequently, the higher its priority among
candidate cover images. Based on the foregoing,
a hypothesis is proposed regarding the truth of
the inverse statement: the greater the number of
pixels in a DI that possess relatively high LTDI
values, the higher the visual quality of the
corresponding stego-message will be.

The most suitable mathematical tool for
testing the proposed hypothesis is the histogram

of G(f;) values for the DI pixels, hereinafter

denoted as I'(G). The properties of I'(G) will

differ between relatively homogeneous Dis —
those containing large regions with minor
brightness transitions (e.g., Fig. 1(a)), hereafter
referred to as Type | images — and Dls
containing a vast number of diverse (fine)
details, objects, and contours (e.g., Fig. 1 (b, c)),
hereafter referred to as Type Il images. For Type
| DIs, the mode of I'(G) will consistently be

located in the immediate vicinity of zero, and the
value at this mode is expected to be relatively
high, as illustrated in Fig. 1(d). Indeed, for a
homogeneous DI, the brightness transitions for
the majority of pixels will be insignificant and
comparable to one another; among other
characteristics, this is reflected in the
unimodality of the histogram.

At first glance, one might expect the mode of

I'(G) for Type Il images to be significantly

shifted to the right relative to zero. However, this
is not always the case (cf. Fig. 1(e) and 1(f)),
which is attributed to the fact that even highly
textured original DIs contain homogeneous
regions. For this group of images, the value at

the mode of TI'(G) cannot be as dominant

relative to other histogram values as it is for
Type | images. This is due to the presence of
numerous contours and brightness transitions
that generally vary in magnitude. Furthermore,
the existence of areas with small brightness
variations in original Type Il images often
results in the multimodality (polymodality) of
['(G) (Fig. 1(f)). Specifically, multimodality in
histogram I'(G) is frequently observed in
thermograms. This occurs because thermograms
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often contain regions of relatively uniform
temperature (infrared radiation intensity), which
function as homogeneous areas within the image

(Fig. 2).
To empirically validate the identified
properties of the histograms TI'(G), a

computational experiment was conducted using
the following image sets:
set My, ,: 100 lossless digital images (TIF)

from the 4cam_auth database [33];
set My, ,: 400 lossless digital images (TIF)

from the img_Nikon_D70s database [34];
set M : 100 lossy images (JPEG, QF=75)

Jpeg,1*
obtained by resaving the images from My ,;
set M, ,: 400 lossy images (JPEG, QF=75)
obtained by resaving the images from My ,;

e set M, : 300 JPEG images from the NRCS
database [35].
At this stage of the computational

experiment, an LTDI (8) value histogram was
constructed for each DI. The following findings
were established:

For Type | images, the mode of I'(G) falls
within the range 0...2, and the histogram is
invariably unimodal.

For Type Il images, the mode of I'(G) falls

within the range 0...23, most frequently tak-
ing values between 1...3. In this case, the his-
togram is often multimodal.

For images of the same dimensions, the value
of I'(G) at its mode for Type Il is more than

twice as small as that for Type I. Consequent-
ly, Type Il images contain a larger number of
pixels with relatively high LTDI values.

The aforementioned properties are independ-
ent of the DI format (lossless or lossy).

When comparing corresponding DIs (image
pairs from sets My, and M M , and

M 2 ), it Was established that the mode of

['(G) for the lossless format (TIF) is consist-

ently greater than or equal to the mode of
I'(G) for the corresponding lossy format

(JPEG). This phenomenon serves as a natural
quantitative indicator that resaving a DI from
a lossless format to a lossy one reduces the
relative contribution of the high-frequency
component. This leads to a (slight) smoothing
of contours, which frequently results in a de-

Jpeg,1?
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crease in G(f;) for the pixels that define

those contours.

Thus, the results of the computational
experiment have fully confirmed the properties
of I'(G) that were established theoretically.

One of the requirements for the developed
selective method, given that the number of
candidate cover images can be substantial, is the
low computational complexity involved in
analyzing a single DI. In view of this
requirement, we shall simplify the LTDI
calculation process (8) by considering only the
four nearest neighbors of a pixel:

G( f;)=max

Naturally, by using the value (10) as the
LTDI, some information regarding the behavior
of the neighbors of pixel f; will be lost.

However, as demonstrated by the computational
experiment conducted using the previously
defined DI sets, the properties of the histograms

for G(f;) values (hereinafter F(é)) and

=1,
= fus| | f

. (10)

ij+1

f

ij ij

ij i+1,j|

i
G(f;) for the original DIs are virtually

indistinguishable (cf. Fig.3 and Fig. 1(f)).
Furthermore, the number of operations required

to determine G(f;) is half that required for

G(f;). This leads to a significant reduction in

the time required for histogram construction and,
consequently, for the analysis of an individual
DlI.

Let us define a histogram characteristic that
can serve as an indicator of the DI texture
degree, thereby ensuring the visual quality of the
stego-message and acting as a robust criterion
for container selection.

Taking into account the previously
established properties of histograms for Type |
and Type Il Dls, and to eliminate any potential
dependence of the sought-after characteristic on
image dimensions, it is proposed to use the
relative frequency of pixels whose LTDI
matches the mode of the histogram as a

quantitative assessment P(F) of the texture
degree for an image with an n xm-matrix F:

p(F)-TlF)

m

mn

:100% , (11)
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value at the

where T_(F) is the histogram
mode.
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The proposed container selection criterion
(11) is independent of the DI format (lossless or

lossy) and

is entirely uncoupled from the

steganographic method employed thereafter; it is
determined solely by the inherent structure of the

Dl.

Specifically, a lower value of P(F)

indicates that a greater number of pixels possess
relatively high LTDI values. Consequently, such
a DI is assigned a higher priority for use as a

steganographic cover object.

METHOD FOR COVER IMAGE
SELECTION
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Let M={F,F,..,FR} be the set of

candidate cover images. Based on the previously
discussed properties of F(G)/F(E), the

fundamental steps of the container selection
method are as follows:

Step 1. Select the method for calculating the

LTDI.

Step 2. For VF, e M :
2.1. For each pixel f; of the DI F,

determine its texture degree index: G(f; )/
G(f;);
2.2. Construct the histogram
I'(G)/T(G) of the G(f;)/G(f;) values;
2.3.
the constructed histogram T'(G)/T(G);
2.4. Determine the value T, (F,) at
the mode m, (T");
2.5.

(11).
Step 3. Onpenenuts takoe M K e M, nna

Determine the mode m, (") of

Determine the value P(F)

r

xoroporo ldentify such DI F € M for which

P(FR)=minP(F,). (12)

If F is the only digital image in set M,
then F is the sought-after cover object.

If Iz,l,F,Z,...,ﬁ e M satisfy condition (12),
then among F,l,F,Z,...,F,I , identify the
digital image F, €M for which

m, (I')=maxm, (T).

I<i<t

(13)

If F €M is the only digital image from
F.F.F.

then F is the sought-after cover object.

If among F,l,F,z,...,F,t, several images
F,kl , F,kz F,kj satisfy condition (13),

then from F,kl,F,kz Fij select the digital
image FIkh whose histogram exhibits a

polymodal structure.
If F,_is uniquely determined,

then R, is the sought-after cover object.
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If F,_cannot be uniquely determined or is

not defined,
then any digital image from the set
R, F,.»F_ may be chosen as the

sought-after cover object.

The specific form of the computational
formula for the LTDI in Step 1 depends on the
operational ~ conditions of the  covert
communication channel. When the time
available for transmitting secret information is
critically limited, it is natural to use relation (10)
for LTDI calculation during container selection.
Conversely, if time constraints are not critical
and there is a high probability of passive attacks
by an adversary, priority should be given to
formula (8) for the LTDI.

PERFORMANCE EVALUATION OF THE
METHOD

To evaluate the effectiveness of the proposed
container selection method, a computational
experiment was conducted. Despite the
previously  established minor  differences

between the properties of T(G), F(@)

histograms, both algorithmic implementations —
corresponding to LTDI calculation formulas (8)
and (10) — were analyzed to account for different
operational scenarios.

The experiment utilized the image sets
defined in the previous sections, supplemented
by four additional sets to ensure statistical
robustness:
o Sets M

pool
I\/ITif 1 U MTif,z U MJpeg,l U MJpeg,Z U MJpeg :

From this pool, 200 images of various for-
mats and resolutions were randomly selected
and divided into two equal groups of 100 im-
ages each.

e Sets M,, and M, ,: Given the current

prevalence of Al-generated content, these sets

consist of 100 images each, sourced from the

[37] database. Testing on synthetic images is

crucial, as they are highly likely to be used as

cover objects in modern covert communica-
tion channels.

As previously noted, a quantitative assess-
ment of the perceptual fidelity of the generated
stego-object is conducted using the Structural
Similarity Index Measure (SSIM) [26].

Mmix,z :

Derived from a general

mix,1?
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To evaluate the performance of the proposed
selection method, the following steganographic
algorithms were employed to generate the stego-
objects:

LSB-Matching [38]: One of the most widely
used spatial-domain methods. The implemen-
tation utilized a payload capacity of 1 bpp.
Unlike standard LSB replacement, LSB-
matching provides better security by random-
ly incrementing or decrementing pixel values
to match the secret bit's parity.

Koch and Zhao Method [8]: A frequency-
domain technique. Embedding was performed
in the Discrete Cosine Transform (DCT) do-
main by partitioning the container into stand-
ard 8x8 blocks [31]. The secret bits were em-
bedded by modifying the DCT coefficients at
coordinates (4,5) and (5,4). The quantization
parameter for the embedding process was set
to 25.

Maximum Singular Value Modification [39]:
A matrix-decomposition method based on
Singular Value Decomposition (SVD). This
approach is recognized for its high robustness
against compression attacks. Embedding was
carried out in the SVD domain of each 8x8
block obtained through standard partitioning.
The key embedding parameter was set to 200.
For all experiments, the embedded data
consisted of a randomly generated binary
sequence. The results of the computational
experiment are summarized in Table 1 and
illustrated in Figure 4.

The results of the computational experiment
fully confirm the hypothesis proposed above: the
smaller the relative number of pixels for which
the LTDI coincides with the most frequent value
across the entire image, the greater the number
of pixels with relatively high LTDI values, and,
consequently, the higher the visual quality of the
corresponding stego-object.

Based on the obtained results, the high
efficiency of the proposed method can be
confirmed. For all sets of candidates composed
of original digital images captured by physical
cameras, the selected containers consistently
provided the maximum possible SSIM visual
quality index across the entire set. The only
exception occurred in one set containing Al-
generated digital images (Fig.4). These
deviations in Al-generated images can be
attributed to the inherent differences in their
properties — including statistical characteristics —
compared to those obtained via physical sensors
[40]. However, even in this case, the discrepancy
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between the SSIM value of the selected
container and the absolute maximum was
negligible: 0.09% for the LSB-matching method;
1.27% for the Koch and Zhao method; and
0.11% for the SVD-based method [39]. These
results are illustrated in Fig. 4.

The  experiment  utilized pairs  of
corresponding digital image sets: My, and
Mg My, and My .. It is important to

note that within each pair, the optimal container
was uniquely identified — specifically, the image
that consistently vyielded stego-objects of the
highest quality (in terms of SSIM), regardless of
its format (lossy or lossless). This confirms that
the effectiveness of the developed selection
method is independent of the candidate images'
file formats.

The implementation of the proposed
container  selection  method  significantly
enhanced the effectiveness of the steganographic
system compared to random container selection
within the analyzed datasets. To quantify the
impact, we evaluated the maximum potential
gain in efficiency — defined as the difference in
visual quality between the optimally selected
container and the container that would have
resulted in a stego-object with the minimum
SSIM value. These results are summarized in
Table 2.

Thus, the container selection method pro-
posed in this work enabled a maximum increase
in steganographic system efficiency — in terms of
visual perception — by 31.6%.

To ensure a comprehensive evaluation of the
effectiveness of the developed selective method,
a comparative analysis with analogs was con-
ducted. It should be noted that, in the general
case, comparing selective methods based on

specific quantitative characteristics of the stego-
message obtained from a chosen container is
incorrect, as these characteristics depend on the
particular set of candidates. The most appropri-
ate criterion for comparing the proposed methods
is the indicator of the difference between the
target characteristics of the stego-message ob-
tained using the selected container and the char-
acteristics of the best possible stego-message (in
terms of target characteristics) within that set of
candidates, as done, for example, in [12]. Ideally,
of course, the container selection should ensure
the highest quality (given the selection goal) of
the corresponding stego-message across the en-
tire set of candidates — an absolute result. How-
ever, not all selective methods are capable of
providing such a choice. For instance, method
[14], which does not yield an absolute result,
ensures the selection of containers for which
stego-messages formed by the LSB method have
a high average SSIM value of 0.9935. For com-
parison: the average SSIM value for stego-
messages obtained by the LSB method using
containers selected by the method proposed in
this work was 0.9972, i.e., 0.4% higher.

For a correct comparative analysis of the
efficiency of the proposed method, one of the
most effective analogs to date — method [13] —
was chosen for the following reasons: both
methods target the improvement of the stego-
object's visual quality as their selection goal;
both methods yield an absolute selection result
for all considered candidate sets obtained by
physical ~ cameras, regardless of the
steganographic method used. However, the
method proposed in this work has distinct
advantages over [13].

Table 1
Performance Results of the Algorithmic Implementations of the Proposed Method
Minimum P(F) value across | SSIM value of the selected cover / Maximum SSIM
the set value across the set
achieved
Dl sets OrE)tlh(e ;ame LSB-Matchi Koch and
= +) or -Matching och an
'(G)/T(G
( ) ( ) ona (1 bpp) Zhao Method Method [39]
different DI
)
|\/|Tif L 5.8708 / 8.1828 + 0.9945 / 0.9945 0.9945/0.9945 | 0.9894/0.9894
|\/|Tif ) 3.4407 / 4.7028 + 0.9983/0.9983 0.9814/0.9814 | 0.9800/0.9800
|\/|Jpeg1 4.8235/6.3287 + 0.9946 / 0.9946 0.9355/0.9355 | 0.9265/0.9265
Mjpeg 5 3.0112 / 3.4939 + 0.9984 / 0.9984 0.9829/0.9829 | 0.9733/0.9733
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|\/|Jpeg 2.3220/3.0990 + 0.9982/0.9982 0.9782/0.9782 | 0.9711/0.9711
M i 2.5728 / 3.6245 + 0.9981/0.9981 0.9780/0.9780 | 0.9713/0.9713
M .2 2.7544 / 3.3807 + 0.9981/0.9981 0.9757/0.9757 | 0.9665 /0.9665
My, 11.8379/13.7528 + 0.9907 / 0.9916 0.8972/0.9087 | 0.8813/0.8823
M, 11.2630/12.8764 + 0.9923/0.9923 0.9153/0.9153 | 0.9025/0.9025

60 70

a0 50
P(F)
a

Fig. 4. Dependency of the SSIM index P(F) determined based on I'(G) for set M, for stego-objects
generated by: a — LSB-matching with a capacity of 1 bpp; b — Koch and Zhao method.

o 50
P(F)
b

Table 2

Maximum potential increase in steganographic system efficiency (measured by the SSIM index) when
using the proposed container selection method compared to random container selection (%)

DI set LSB-matching 1 bpp | Koch and Zhao method Method [39]
Mt 1 1.1 18.0 18.2
My 2 2.9 30.7 28.1
M jpeg.1 1.1 13.7 16.5
M jpeg 2 3.0 316 29.0
M jpeq 1.1 12.1 13.4
M it 1.6 18.2 19.7
M ix.2 1.5 17.4 17.4
Mo 0.6 7.7 5.9
My, 0.8 9.8 10.2
First, the analysis of a single nxn-DI by the into n® pixels are exhausted during the

proposed method always requires O(n”)

operations for both algorithms (determined by
the number of pixels in the DI), whereas the
computational complexity of analyzing one DI

in [13] can reach (n’)1; for example, if a
binary sequence containing n° bits s

embedded into an nxn-image using the LSB
method, where all possible embedding variants
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selection process.

Second, our proposed method is universal
in the sense that the selection result is
independent not only of the specific
steganographic algorithm but also of the
additional  information intended to be
embedded in the selected container. The
container selection within the existing set of
candidates is performed once, and the resulting
container is then used by any steganographic



PROBLEMELE ENERGETICII REGIONALE 2 (70) 2026

method with various additional information,
unlike [13], where the selection must be made
every time for a specific piece of data.

Admittedly, container selection is not
always utilized in the organization of covert
communication channels today, as it requires
additional computational overhead that is
sometimes deemed unacceptable. However, it
is precisely container selection that allows for
the "smoothing out" of shortcomings in
existing methods with limited scopes of
application. A prime example is method [39],
which may produce visible artifacts when a
stego-object is generated based on a randomly
selected container. Nonetheless, this method
possesses significant advantages: it is highly
robust against attacks on the embedded
message, even those of considerable strength
(e.g., JPEG compression attacks with a quality
factor QF < 30). Any modifications aimed at
improving the visual quality of such a stego-
object (to expand its applicability) — which in
practice means seeking a compromise between
robustness and visual fidelity — would
inevitably alter the method's core mathematical
basis, most likely decreasing its resistance to
attacks. For such methods, container selection
is the only way to ensure their effective
practical implementation. In all other cases,
container selection consistently ensures that
the quality of the steganographic system is
never degraded and, in practice, is enhanced in
one sense or another.

CONCLUSION

This paper presents a container selection
method from a set of candidate digital images
designed to ensure the best or near-optimal
visual quality of the resulting stego-object,
guantitatively measured by the SSIM index.

During the development of the method, the
following milestones were achieved:

e The concept of the Local Texture Degree
Index (LTDI) of a digital image was de-
fined, and calculation formulas for its esti-
mation were proposed.

e A selection criterion was established based
on the properties of LTDI value histograms,
specifically the relative number of pixels
having an LTDI equal to the mode

r(G)/T(G).
e The experimental evaluation led to the
following conclusions:
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¢ Reliability and Universality: The container
selected by the proposed method from sets
of images captured by physical cameras
consistently yielded the highest visual qual-
ity across all tested steganographic algo-
rithms.

e Performance on Al Content: For Al-
generated image sets, the selected container
provided stego-objects with an SSIM devia-
tion of only 1.27% from the theoretical
maximum in the worst-case scenario.

e Format Independence: The selection pro-
cess proved to be invariant to the file for-
mat (lossy or lossless) of the candidate im-
ages.

e Efficiency Gains: The implementation of
the proposed method increased the efficien-
cy of the steganographic system—in terms
of perceptual reliability—by a maximum of
31.6% and a minimum of 0.6% compared
to random container selection.

Further investigation is evidently required
for Al-generated image sets, which currently
constitutes the primary focus of the authors'
ongoing research.
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